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Quantum Communication: A primer  

Bill Munro



The brave new world
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Which path is taken?

BOTH

wave

particle



Observing without looking

5• Known as interaction free measurements or ‘quantum bomb’ detection

• Consider this situation
Tree

No tree
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Clicks 100% of 
the time
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The second quantum revolution 
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We are currently in the midst of a second quantum 
revolution. The first quantum revolution gave us new 
rules that govern physical reality. The second 
quantum revolution will take these rules and use them 
to develop new technologies. In this review we 
discuss the principles upon which quantum technology 
is based and the tools required to develop it.



The move to the quantum regime
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• The quantum regime is interesting !!! 
• We already have a range of small scale quantum technologies including NISQ 
processors, quantum sensors & quantum clocks. 
• The NISQ processors involve 100’s of qubits

Elizabeth Gibney, Nature 574, 461 (2019) Credit: Chao-Yang Lu/USTC Science 372 (6545), 948 - 952 (2021)

•No large scale general purpose quantum network exists 
• Small-scale QNs have been distributed entangled resources. 

• The rate and quality of such resource is low 
• Will soon face network issues like bandwidth, latency and congestion

• Quantum communication systems are limited



Where are we?
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Global Quantum Internet

N. Gisin et. al. Nature Photon. 1, 165 (2007) 
H. J. Kimble,  453,1023 (2008)
W. J. Munro et. al, Nature Photonics 6, 777 (2012).
K. Azuma et. al, Nature Commun. 6, 10171 (2015).

Quantum Communications is much more than QKD

How?

Quantum Key Distribution is being tested!!!
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SECOQC - EU network inVienna

 

Japan - Tokyo QKD network UK - Quantum Communications Hub 

China - Q Networking satellite
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Figure 2. Network topology of the SECOQC QKD network prototype. Solid
lines represent quantum communication channels, dotted lines denote classical
communication channels.

Figure 3. Satellite map with the locations of the nodes of the prototype.

the corresponding node modules and push up QKD key. In this sense, the essential QKD
interface allowing interoperability of heterogeneous QKD devices is the interface between
the node module and a QKD device. This interface was designed in the framework of the
overall development of the node module which is discussed in more detail in section 4. Here
it is important to note that the interface is set up as a SECOQC internal standard and all
SECOQC QKD links comply with it. Altogether the SECOQC QKD-network architectural
design guarantees seamless scalability, i.e. the ability to arbitrarily extend the network and
integrate additional QKD devices in the already deployed nodes.

The SECOQC prototype in particular features six nodes connected by eight QKD
links. The network was deployed in the internal glass fiber communication ring of Siemens
(a SECOQC project partner) in Vienna, Austria. Overview diagrams of this QKD network are
given in figures 2 and 3.

The nodes SIE, BRT, GUD, ERD and FRM were located in the premises of different
Siemens dependencies in Vienna (Siemensstraße, Breitenfurterstraße, Gudrunstraße, Erdberger
Lände and Siemens Forum, respectively), while the node STP was hosted by a repeater station,
near St Pölten, Lower Austria, on a communication line from Vienna to Munich, Germany. The
quantum links between the nodes are discussed in more detail in section 3.

New Journal of Physics 11 (2009) 075001 (http://www.njp.org/)

https://www.nature.com/nature
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The UK's National Cyber Security Centre (NCSC) today started the 
post-quantum cryptography (PQC) countdown clock by claiming 
organizations have ten years to migrate to a safer future.
https://www.theregister.com/2025/03/20/ncsc_post_quantum_cryptogrpahy/

The post-quantum cryptography apocalypse 
will be televised in 10 years, says UK's NCSC



A bit of 
notation for 
the rest of 
the school
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Qubits
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• A qubit (short for quantum bit) is the fundamental unit of quantum 
information, analogous to the classical bit in  conventional computing
—but with key differences that make quantum computing powerful.

• Unlike a classical bit, which is 
either 0 or 1, a qubit can exist in 
a superposition of both 
α |0⟩ + β |1⟩



Basic Qubit Quantum Gates

12

Identity

Pauli-X

I

X

Pauli-Z Z

Hadamard H

Phase S

T(π/8) T

CNOT
X

[   ]1   0
0   1

[   ]0   1
1   0

[   ]1   0
0  -1

[   ]1   1
1  -1

[   ]1   0
0   i

[    ]1    0
0    

1

2

eiπ/4

1   0
0   1

0   0
0   0

0   0
0   0

0   1
1   0

X

H|0⟩

|0⟩
1

2 ( |0⟩ + |1⟩) |0⟩

( |0⟩ |0⟩ + |1⟩ |1⟩)1

2



Qudits
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• A qudit (short for quantum digit) is the generalization of a 
qubit to d-dimensional quantum systems.  
• We can write them in the form

α0 |0⟩ + α1 |1⟩ + … + αd−1 |d − 1⟩

Why Use Qudits?
• More information per particle 
•  Many physical systems naturally have more 
than 2 levels.

Random Interfermeter
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Photons and Beamsplitters

14

c
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Quantum 
Random 
Number 

Generators
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• Depending on the amount of trust 
on the quantum device:

• Device-dependent QRNG 
• Semi-device-independent QRNG 
• Device-independent QRNG 

robustness

practicality
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Gambling Sampling

Simulation Cryptography

Why is randomness important?

Couresty Yanbao Zhang (NTT BRL)
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The Simplest QRNG

<latexit sha1_base64="zOVRGVk42AiYa27x1lZkOeoNWyQ=">AAAB8HicdVBNSwMxEM36WetX1aOXYBE8lWyRtb0VvfRYwX5Iu5RsOtuGZrNLkhVK7a/w4kERr/4cb/4bs20FFX0w8Hhvhpl5QSK4NoR8OCura+sbm7mt/PbO7t5+4eCwpeNUMWiyWMSqE1ANgktoGm4EdBIFNAoEtIPxVea370BpHssbM0nAj+hQ8pAzaqx0e1/vKSqHAvqFIikRC8/DGXErxLWkWq2Uy1Xszi1CimiJRr/w3hvELI1AGiao1l2XJMafUmU4EzDL91INCWVjOoSupZJGoP3p/OAZPrXKAIexsiUNnqvfJ6Y00noSBbYzomakf3uZ+JfXTU1Y8adcJqkByRaLwlRgE+PsezzgCpgRE0soU9zeitmIKsqMzShvQ/j6FP9PWuWS65W86/Ni7XIZRw4doxN0hlx0gWqojhqoiRiK0AN6Qs+Och6dF+d10briLGeO0A84b581F5C1</latexit>

|Hi

<latexit sha1_base64="xfjGf04+wH+njuizyll5SD2fSSg=">AAAB8HicdVDLSgMxFM3UV62vqks3wSK4GqbTOq27ohuXFexD2qFk0kwbmmSGJCOUsV/hxoUibv0cd/6NmbaCih64cDjnXu69J4gZVdpxPqzcyura+kZ+s7C1vbO7V9w/aKsokZi0cMQi2Q2QIowK0tJUM9KNJUE8YKQTTC4zv3NHpKKRuNHTmPgcjQQNKUbaSLf37b5EYsTIoFhy7PO655650LEdp+ZWvIy4tapbgWWjZCiBJZqD4nt/GOGEE6ExQ0r1yk6s/RRJTTEjs0I/USRGeIJGpGeoQJwoP50fPIMnRhnCMJKmhIZz9ftEirhSUx6YTo70WP32MvEvr5fosO6nVMSJJgIvFoUJgzqC2fdwSCXBmk0NQVhScyvEYyQR1iajggnh61P4P2m7dtmzvetqqXGxjCMPjsAxOAVlUAMNcAWaoAUw4OABPIFnS1qP1ov1umjNWcuZQ/AD1tsnVlWQyg==</latexit>

|V i

<latexit sha1_base64="zOVRGVk42AiYa27x1lZkOeoNWyQ=">AAAB8HicdVBNSwMxEM36WetX1aOXYBE8lWyRtb0VvfRYwX5Iu5RsOtuGZrNLkhVK7a/w4kERr/4cb/4bs20FFX0w8Hhvhpl5QSK4NoR8OCura+sbm7mt/PbO7t5+4eCwpeNUMWiyWMSqE1ANgktoGm4EdBIFNAoEtIPxVea370BpHssbM0nAj+hQ8pAzaqx0e1/vKSqHAvqFIikRC8/DGXErxLWkWq2Uy1Xszi1CimiJRr/w3hvELI1AGiao1l2XJMafUmU4EzDL91INCWVjOoSupZJGoP3p/OAZPrXKAIexsiUNnqvfJ6Y00noSBbYzomakf3uZ+JfXTU1Y8adcJqkByRaLwlRgE+PsezzgCpgRE0soU9zeitmIKsqMzShvQ/j6FP9PWuWS65W86/Ni7XIZRw4doxN0hlx0gWqojhqoiRiK0AN6Qs+Och6dF+d10briLGeO0A84b581F5C1</latexit>

|Hi

Polarization 
rotator

“1” Our ra
ndom bit

<latexit sha1_base64="UchyZDqi6dqiMkl3b79EbF6VDGc=">AAAB8HicdVDLSgMxFM34rPVVdekmWARXQ6a01WVRFy4r2Ie0Q8mkmTY0yQxJRihjv8KNC0Xc+jnu/Bsz7QgqeiDkcM693HtPEHOmDUIfztLyyuraemGjuLm1vbNb2ttv6yhRhLZIxCPVDbCmnEnaMsxw2o0VxSLgtBNMLjK/c0eVZpG8MdOY+gKPJAsZwcZKt/eXfYXliNNBqYzcGrKoQORmf7UGc6UGvbmCUBnkaA5K7/1hRBJBpSEca93zUGz8FCvDCKezYj/RNMZkgke0Z6nEgmo/nS88g8dWGcIwUvZJA+fq944UC62nIrCVApux/u1l4l9eLzHhmZ8yGSeGSrIYFCYcmghm18MhU5QYPrUEE8XsrpCMscLE2IyKNoSvS+H/pF1xvbpbv66WG+d5HAVwCI7ACfDAKWiAK9AELUCAAA/gCTw7ynl0XpzXRemSk/ccgB9w3j4B/RKQjg==</latexit>

|Di
“0”

Single Photon

“1” Our ra
ndom bit

“0”|1⟩ 50/50 BS

PBS
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The next level - quantum certification

<latexit sha1_base64="zOVRGVk42AiYa27x1lZkOeoNWyQ=">AAAB8HicdVBNSwMxEM36WetX1aOXYBE8lWyRtb0VvfRYwX5Iu5RsOtuGZrNLkhVK7a/w4kERr/4cb/4bs20FFX0w8Hhvhpl5QSK4NoR8OCura+sbm7mt/PbO7t5+4eCwpeNUMWiyWMSqE1ANgktoGm4EdBIFNAoEtIPxVea370BpHssbM0nAj+hQ8pAzaqx0e1/vKSqHAvqFIikRC8/DGXErxLWkWq2Uy1Xszi1CimiJRr/w3hvELI1AGiao1l2XJMafUmU4EzDL91INCWVjOoSupZJGoP3p/OAZPrXKAIexsiUNnqvfJ6Y00noSBbYzomakf3uZ+JfXTU1Y8adcJqkByRaLwlRgE+PsezzgCpgRE0soU9zeitmIKsqMzShvQ/j6FP9PWuWS65W86/Ni7XIZRw4doxN0hlx0gWqojhqoiRiK0AN6Qs+Och6dF+d10briLGeO0A84b581F5C1</latexit>

|Hi

<latexit sha1_base64="xfjGf04+wH+njuizyll5SD2fSSg=">AAAB8HicdVDLSgMxFM3UV62vqks3wSK4GqbTOq27ohuXFexD2qFk0kwbmmSGJCOUsV/hxoUibv0cd/6NmbaCih64cDjnXu69J4gZVdpxPqzcyura+kZ+s7C1vbO7V9w/aKsokZi0cMQi2Q2QIowK0tJUM9KNJUE8YKQTTC4zv3NHpKKRuNHTmPgcjQQNKUbaSLf37b5EYsTIoFhy7PO655650LEdp+ZWvIy4tapbgWWjZCiBJZqD4nt/GOGEE6ExQ0r1yk6s/RRJTTEjs0I/USRGeIJGpGeoQJwoP50fPIMnRhnCMJKmhIZz9ftEirhSUx6YTo70WP32MvEvr5fosO6nVMSJJgIvFoUJgzqC2fdwSCXBmk0NQVhScyvEYyQR1iajggnh61P4P2m7dtmzvetqqXGxjCMPjsAxOAVlUAMNcAWaoAUw4OABPIFnS1qP1ov1umjNWcuZQ/AD1tsnVlWQyg==</latexit>

|V i

<latexit sha1_base64="zOVRGVk42AiYa27x1lZkOeoNWyQ=">AAAB8HicdVBNSwMxEM36WetX1aOXYBE8lWyRtb0VvfRYwX5Iu5RsOtuGZrNLkhVK7a/w4kERr/4cb/4bs20FFX0w8Hhvhpl5QSK4NoR8OCura+sbm7mt/PbO7t5+4eCwpeNUMWiyWMSqE1ANgktoGm4EdBIFNAoEtIPxVea370BpHssbM0nAj+hQ8pAzaqx0e1/vKSqHAvqFIikRC8/DGXErxLWkWq2Uy1Xszi1CimiJRr/w3hvELI1AGiao1l2XJMafUmU4EzDL91INCWVjOoSupZJGoP3p/OAZPrXKAIexsiUNnqvfJ6Y00noSBbYzomakf3uZ+JfXTU1Y8adcJqkByRaLwlRgE+PsezzgCpgRE0soU9zeitmIKsqMzShvQ/j6FP9PWuWS65W86/Ni7XIZRw4doxN0hlx0gWqojhqoiRiK0AN6Qs+Och6dF+d10briLGeO0A84b581F5C1</latexit>

|Hi

Polarization 
rotator

“0”

“1” Our ra
ndom bit

“0+1”

“0-1”

BS
<latexit sha1_base64="UchyZDqi6dqiMkl3b79EbF6VDGc=">AAAB8HicdVDLSgMxFM34rPVVdekmWARXQ6a01WVRFy4r2Ie0Q8mkmTY0yQxJRihjv8KNC0Xc+jnu/Bsz7QgqeiDkcM693HtPEHOmDUIfztLyyuraemGjuLm1vbNb2ttv6yhRhLZIxCPVDbCmnEnaMsxw2o0VxSLgtBNMLjK/c0eVZpG8MdOY+gKPJAsZwcZKt/eXfYXliNNBqYzcGrKoQORmf7UGc6UGvbmCUBnkaA5K7/1hRBJBpSEca93zUGz8FCvDCKezYj/RNMZkgke0Z6nEgmo/nS88g8dWGcIwUvZJA+fq944UC62nIrCVApux/u1l4l9eLzHhmZ8yGSeGSrIYFCYcmghm18MhU5QYPrUEE8XsrpCMscLE2IyKNoSvS+H/pF1xvbpbv66WG+d5HAVwCI7ACfDAKWiAK9AELUCAAA/gCTw7ynl0XpzXRemSk/ccgB9w3j4B/RKQjg==</latexit>

|Di

<latexit sha1_base64="UchyZDqi6dqiMkl3b79EbF6VDGc=">AAAB8HicdVDLSgMxFM34rPVVdekmWARXQ6a01WVRFy4r2Ie0Q8mkmTY0yQxJRihjv8KNC0Xc+jnu/Bsz7QgqeiDkcM693HtPEHOmDUIfztLyyuraemGjuLm1vbNb2ttv6yhRhLZIxCPVDbCmnEnaMsxw2o0VxSLgtBNMLjK/c0eVZpG8MdOY+gKPJAsZwcZKt/eXfYXliNNBqYzcGrKoQORmf7UGc6UGvbmCUBnkaA5K7/1hRBJBpSEca93zUGz8FCvDCKezYj/RNMZkgke0Z6nEgmo/nS88g8dWGcIwUvZJA+fq944UC62nIrCVApux/u1l4l9eLzHhmZ8yGSeGSrIYFCYcmghm18MhU5QYPrUEE8XsrpCMscLE2IyKNoSvS+H/pF1xvbpbv66WG+d5HAVwCI7ACfDAKWiAK9AELUCAAA/gCTw7ynl0XpzXRemSk/ccgB9w3j4B/RKQjg==</latexit>

|Di
<latexit sha1_base64="KnmD4OiLiCZpkO5BchV0kGTRVRI=">AAAB8HicdVDLTgIxFO3gC/GFunTTSExcTTqA4OxQNy4xEdAAIZ3SgYa2M2k7JmTkK9y40Bi3fo47/8byMFGjJ7nJyTn35t57gpgzbRD6cDJLyyura9n13Mbm1vZOfnevqaNEEdogEY/UTYA15UzShmGG05tYUSwCTlvB6GLqt+6o0iyS12Yc067AA8lCRrCx0u39WUdhOeC0ly8g1yt5JVSEyPV9v+JXLUHF0olfhp6LZiiABeq9/HunH5FEUGkIx1q3PRSbboqVYYTTSa6TaBpjMsID2rZUYkF1N50dPIFHVunDMFK2pIEz9ftEioXWYxHYToHNUP/2puJfXjsx4Wk3ZTJODJVkvihMODQRnH4P+0xRYvjYEkwUs7dCMsQKE2MzytkQvj6F/5Nm0fUqbuWqXKidL+LIggNwCI6BB6qgBi5BHTQAAQI8gCfw7Cjn0XlxXuetGWcxsw9+wHn7BEkvkMM=</latexit>

|Ai

Conjugate basis
Quantum checker

Semi device independent QRNG
• Still in the labs - but is the next generation
• Certification is built in
• Safe against quantum attacks!!!!
• Ultimate level would be device independent QRNG
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Entanglement based QRNG
• So far we have been using superposition. What about entanglement?

•Alice and Bob only keep the cases when they both received in the same 
basis - so need to communicate that and not the bit value

Alice BobCharlie

Randomly chooses to 
measure in the basis  

basis 

<latexit sha1_base64="tA1fEDH6SYnzzKdr/U6JUIj1VNY=">AAACEXicdZDLSsNAFIYn9VbrLerSzWARurEkRWK7K7rpsoK9QBvKZDpph04mYWYilLSv4MZXceNCEbfu3Pk2TtooKnpg4OP/z+HM+b2IUaks693IrayurW/kNwtb2zu7e+b+QVuGscCkhUMWiq6HJGGUk5aiipFuJAgKPEY63uQy9Ts3REga8ms1jYgboBGnPsVIaWlglmaNvkB8xAictTM6/SL45RYGZtEqW7ocB6ZgVy1bQ61WrVRq0F5YllUEWTUH5lt/GOI4IFxhhqTs2Vak3AQJRTEj80I/liRCeIJGpKeRo4BIN1lcNIcnWhlCPxT6cQUX6veJBAVSTgNPdwZIjeVvLxX/8nqx8qtuQnkUK8LxcpEfM6hCmMYDh1QQrNhUA8KC6r9CPEYCYaVDTEP4vBT+D+1K2XbKztVZsX6RxZEHR+AYlIANzkEdNEATtAAGt+AePIIn4854MJ6Nl2VrzshmDsGPMl4/AITgnXo=</latexit>

|Hi|V i � |V i|Hi

Entangled source
<latexit sha1_base64="ZKh3ZCdELN4daAkskb7HtNAO+2k="></latexit>

|Hi|V i � |V i|Hi = |Di|Ai � |Ai|Di<latexit sha1_base64="/RcdhE/P5Zdx/6Cn/cCC4xUqYe4="></latexit>
{|Hi, V i} or {|Di, |Ai}

Randomly chooses to 
measure in the basis  

basis 

<latexit sha1_base64="/RcdhE/P5Zdx/6Cn/cCC4xUqYe4="></latexit>

{|Hi, V i} or {|Di, |Ai}

Alice     H V V D A V …
Bob     D V H D V V … Same basis so kept

Error (eves dropper?)

Can also measure a Bell 
inequality to show quantum



QRNG Use Case
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Samsung Galaxy Quantum 5
2025

https://www.idquantique.com/random-number-generation/qrng-use-cases/samsung-qrng-use-case/



QRNG Revisited
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Samsung Galaxy Quantum 4

https://www.idquantique.com/random-number-
generation/qrng-use-cases/samsung-qrng-use-case/

2025

QRNG -  2.5mm x length 2.5mm



Quantum Key 
Distribution
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Quantum Key Distribution is being tested!!!
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Figure 2. Network topology of the SECOQC QKD network prototype. Solid
lines represent quantum communication channels, dotted lines denote classical
communication channels.

Figure 3. Satellite map with the locations of the nodes of the prototype.

the corresponding node modules and push up QKD key. In this sense, the essential QKD
interface allowing interoperability of heterogeneous QKD devices is the interface between
the node module and a QKD device. This interface was designed in the framework of the
overall development of the node module which is discussed in more detail in section 4. Here
it is important to note that the interface is set up as a SECOQC internal standard and all
SECOQC QKD links comply with it. Altogether the SECOQC QKD-network architectural
design guarantees seamless scalability, i.e. the ability to arbitrarily extend the network and
integrate additional QKD devices in the already deployed nodes.

The SECOQC prototype in particular features six nodes connected by eight QKD
links. The network was deployed in the internal glass fiber communication ring of Siemens
(a SECOQC project partner) in Vienna, Austria. Overview diagrams of this QKD network are
given in figures 2 and 3.

The nodes SIE, BRT, GUD, ERD and FRM were located in the premises of different
Siemens dependencies in Vienna (Siemensstraße, Breitenfurterstraße, Gudrunstraße, Erdberger
Lände and Siemens Forum, respectively), while the node STP was hosted by a repeater station,
near St Pölten, Lower Austria, on a communication line from Vienna to Munich, Germany. The
quantum links between the nodes are discussed in more detail in section 3.

New Journal of Physics 11 (2009) 075001 (http://www.njp.org/)

Where are we?

N. Gisin et. al. Nature Photon. 1, 165 (2007) 
H. J. Kimble,  453,1023 (2008)
W. J. Munro et. al, Nature Photonics 6, 777 (2012).
K. Azuma et. al, Nature Commun. 6, 10171 (2015).

https://www.nature.com/nature


Quantum Key Distribution
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BB84 QKD
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•  Let us look at this protocol in a little more detail
Alice sends Bob measures in the basis

⇒

⇒

⇒

⇒

or

Result
100%

100%

50%

50%



BB84 QKD
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• Lets look at a sequence of photons sent

Alice

An error

Bob 
result

• So Alice and Bob now have a sequence of shared bits

Alice:    011010100111010001101.... 
Bob:      010010100101010011101....

Error assumed to 
be caused by Eve

• What about the errors?



BB84 QKD Errors
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Information reconciliation: Simplest is the cascade protocol
 

Alice:    01101010  01110100  01101.... 
Bob:      01001010  01110100  01101....

•  Divide Alice and Bob raw key into blocks 
• Block size chosen so not more than 1 error on average per block

• Calculate parity:                         e/o             e /e         ….
• Look at the blocks where parity disagrees and divide into smaller block  

Completely discard this block. Why?
Alice:    0110  1010  .... 
Bob:      0100  1010  ....

                        e/o     e /e         ….• Calculate parity: 
• Now remove 1 bit per block where parity disclosed: 

Alice:        101   0111010   01101.... 
Bob:          101   0111010   01101....



BB84 QKD Errors
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Privacy amplification: 

•  Alice and Bob have the same shared sequence of key material

Alice:        101   0111010   01101.... 
Bob:          101   0111010   01101....

•  Remember the QBER - that is assumed to be the information Eve has

•  Privacy amplification is a method for reducing (and effectively eliminating) 
Eve's partial information about Alice and Bob's key. 

• Use a universal hash function: takes as its input a binary string of length equal 
to the key and outputs a binary string of a chosen shorter length.

We should now have shared random key material
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Measurement device independent QKD

• After Charlie indicates the measurement result, Alice and Bob only the 
cases when they both send in the same basis - so need to communicate 
that and not the bit value

Alice BobCharlie

Untrusted

<latexit sha1_base64="keq/zbaaO6GLcA5w98J/Vvrn6a8=">AAACFHicdZDLSsNAFIYn9VbjrerSzWARBKUkRWq7q5dFlxXsBZpQJtNpO3QyCTMToaR9CDe+ihsXirh14c63cdJGvKAHBj7+/xzOnN8LGZXKst6NzMLi0vJKdtVcW9/Y3Mpt7zRlEAlMGjhggWh7SBJGOWkoqhhph4Ig32Ok5Y0uEr91Q4SkAb9W45C4Phpw2qcYKS11c0eTmiMQHzByDCfNFB3HnFx+yWcpdnN5q2DpKpVgAnbZsjVUKuVisQLtmWVZeZBWvZt7c3oBjnzCFWZIyo5thcqNkVAUMzI1nUiSEOERGpCORo58It14dtQUHmilB/uB0I8rOFO/T8TIl3Lse7rTR2oof3uJ+JfXiVS/7MaUh5EiHM8X9SMGVQCThGCPCoIVG2tAWFD9V4iHSCCsdI6mDuHzUvg/NIsFu1QoXZ3kq+dpHFmwB/bBIbDBKaiCGqiDBsDgFtyDR/Bk3BkPxrPxMm/NGOnMLvhRxusHSGaeYg==</latexit>

|Hi, |V i
|Di, |Ai

Randomly chooses

<latexit sha1_base64="keq/zbaaO6GLcA5w98J/Vvrn6a8=">AAACFHicdZDLSsNAFIYn9VbjrerSzWARBKUkRWq7q5dFlxXsBZpQJtNpO3QyCTMToaR9CDe+ihsXirh14c63cdJGvKAHBj7+/xzOnN8LGZXKst6NzMLi0vJKdtVcW9/Y3Mpt7zRlEAlMGjhggWh7SBJGOWkoqhhph4Ig32Ok5Y0uEr91Q4SkAb9W45C4Phpw2qcYKS11c0eTmiMQHzByDCfNFB3HnFx+yWcpdnN5q2DpKpVgAnbZsjVUKuVisQLtmWVZeZBWvZt7c3oBjnzCFWZIyo5thcqNkVAUMzI1nUiSEOERGpCORo58It14dtQUHmilB/uB0I8rOFO/T8TIl3Lse7rTR2oof3uJ+JfXiVS/7MaUh5EiHM8X9SMGVQCThGCPCoIVG2tAWFD9V4iHSCCsdI6mDuHzUvg/NIsFu1QoXZ3kq+dpHFmwB/bBIbDBKaiCGqiDBsDgFtyDR/Bk3BkPxrPxMm/NGOnMLvhRxusHSGaeYg==</latexit>

|Hi, |V i
|Di, |Ai

Randomly  
chooses

1H 2H

1V 2 V

Key events {1H,2V}, {1V,2H} or   
                       {1H,1V}, {2H,2V}
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Adaptive MDI QKD
• Replace the simply Bell state measurement with an adaptive one
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Adaptive MDI QKD
• Replace the simply Bell state measurement with an adaptive one

Adaptive protocols

mdiQKD

TGW bound
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Advanced QKD Protocols: Twin field QKD

Alice BobCharlie

Randomly chooses Randomly chooses
|0 + 1⟩, |0 − 1⟩
|0 + i1⟩, |0 − i1⟩

|0 + 1⟩, |0 − 1⟩
|0 + i1⟩, |0 − i1⟩

• A conceptual view

Charlie says which detector went click

• The RHS figure shows the performance 
difference compared to BB84

• We observe that for the same key rate 
we can go twice the distance. Why?

• Hint: The photon travel half the distance 0 100 200 300 400 500 600

10-7

0.001

Distance L (km)

K
ey
R
at
e

BB84

TF-QKD
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Advanced QKD Protocols: CV QKD
• Why Continuous variables?

• Much more comparable with existing telecommunications systems

Bob

Alice

|0⟩
Eve

αx
randomly variables

X±
A X+

B
αy

D(αx + Iαy)

Random measure X 
or Y quadrature

Homodyne measurement

Displacement

• Will not go through the maths - but the systems tend to have 
higher rates at shorter distances

• Currently not secure over long distances



QKD in the commercial world
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• Vendors: 
• Multiple vendors worldwide 

• Secure Systems: 
• are only point to point (trusted nodes compromise security) 

• Applications: 
• Securing the high speed transfer of sensitive genome data between remote sites 
• Securing front office and back office operations of major financial institutions

Integration with other suppliers available upon request

Layer 1 Physical
®

Layer 2 Data Link

Layer 2.5 MPLS

Layer 3 Network

KEY MANAGEMENT AND MONITORING

Clarion KX platform offers you unprecedented control over the Key 
Exchange plane. Ensuring full control of your crypto policy management 
as well as a resilient approach that fully encompasses crypto agility at its 
core. Its extensive Central Management service suite integrates Software 
Defined Network (SDN) capabilities, integration into Enterprise services 
via QNET API  as well as IDQ’s Quantum Management System (QMS) 
Web UI to facilitate all small to large QKD deployments. 

INTEROPERABILITY WITH 
THIRD-PARTY SECURITY SYSTEMS

Clarion KX supplies symmetric keys over industry standard 
interfaces to encryptors on any OSI layer whether that being 
optical, MACSec, IPSec based VPN or Application layer. IDQ 
has a partnership with a leading solution provider to ensure 
forward long-term support. As an open platform, it can also 
easily be leveraged by any application to facilitate application 
to application direct encryptions and QKD systems (when 
applicable).

CLARION KX ECOSYSTEM

ADAPTIVE CLARION KX 
PLATFORM OFFERING

Clarion KX Platform addresses multiple customer segments, 
operational requirements, network sizes and business use 
cases. It covers Quantum Keys as a Service where trust, Service 
Level Agreement and delegation are crucial; Corporate and 
Government sectors where ownership, resilience and control 
is critical, as well as Academia and education where learning 
and experimenting with technology is key to adoption. For 
each of the aforementioned segments, Clarion KX provides 
the flexibility to start small now and scale up as needed.

Solteris Network Appliance

The XG/R QKD Systems

KX Enterprise

KX Standard

KX Point-to-Point

Government
Telecom Academia

Corporate

Customer segments

KX
 c

ap
ab

ili
tie

s

QKD is not a cryptography system: it is only part of one that 
establishes shared key material



Memory assisted MDI-QKD as a bridge

In the conventional world, communication networks are
connected to each other with backbone links. This way, a
worldwide communication network such as the Internet is

formed. Analogously, although recent field demonstrations for
intracity quantum key distribution (QKD) networks hold promise
for unconditionally secure communication with point-to-point
links up to a 100 km (refs 1,2), such intracity networks will be
connected by a backbone quantum link to build a worldwide
QKD network in the future. In principle, from its core role, such a
backbone quantum link might use more demanding devices
than the usual links in the intracity QKD network, for example,
in contrast to the cost-effective last-mile service3,4. Quantum
repeaters5–22 could be adopted as the backbone quantum link,
given that the communication efficiency scales polynomially with
the communication distance, compared with the exponential
scaling of the conventional QKD links1,2. This polynomial
scaling of quantum repeaters is necessary for intercontinental
backbone quantum links. But, otherwise, quantum repeaters are
overengineered from the following reasons: Major cities to be
equipped with an intracity QKD network may be within a radius
o1,000 km, and the polynomial scaling of quantum repeaters
usually necessitates quantum memories5–20 or quantum error
correction5,7,11,13,17–21—which is extremely challenging as it
requires a huge number of qubits as well as many repeater
nodes. Therefore, an intercity backbone quantum link—which
would be more effective in connecting intracity QKD networks in
different major cities than quantum repeaters—may be in greater
demand than an intercontinental one based on quantum
repeaters, to compose the future worldwide QKD network.

The main point of this paper is to present such an intercity
QKD protocol using only a single untrusted intermediate node
between communicators. The node uses only single-photon
sources, linear optical elements, single-photon detectors, optical
switches and active feedforward techniques, requiring neither
quantum memories nor quantum error correction, in contrast to
other known protocols5–24. This implies that our protocol also
has the following distinct advantages for the implementation.
First, the absence of memories implies that the repetition rate can
be increased as high as one wants within those allowed by the
assumed optical devices. Second, the absence of matter systems
makes coherent frequency converters for photons (to strengthen
the coupling to matter25 and to optical fibres26) unnecessary.
Finally, our protocol could work at room temperature in
principle, thanks to its all-photonic nature. Nonetheless, our
scheme leads to a square root improvement in the secret key
rate over conventional QKD schemes1,2,27. Moreover, our
scheme could supersede even quantum repeater schemes6,10,14

with atomic ensembles for the communication distances
below 800 km. From a fundamental viewpoint, our scheme
highlights conceptual differences between an entanglement-based
QKD scheme28,29 and its time-reversed version30–32—now
called32 measurement-device-independent QKD (mdiQKD) for
the sake of closing all the security loopholes of measurement
devices—as well as between QKD protocols and quantum
repeaters for providing entanglement.

Results
Entanglement-based QKD and mdiQKD. Our protocol emerges
from highlighting a difference between an entanglement-based
QKD scheme28,29 and the mdiQKD scheme32. Let us start by
considering this. The schemes assume a single untrusted node
C in the middle of communicators Alice and Bob, separated
over distance L (Fig. 1). Here node C shares optical channels
with Alice and Bob, whose transmittance is described by
ZL = 2¼ e" L = 2lattð Þ with attenuation length latt. The transmittance

is equal to the arrival probability of a single photon through the
lossy channels. Those protocols could provide Alice and Bob
with a pair of bits for the secret key only when both photons—
exchanged between node C and Alice and between node C and
Bob—survive the loss in the optical channels. Hence, the number
of trials required on average to obtain a pair of bits for the secret
key is Z" 1

L in both of the protocols. In fact, all known QKD
protocols—including prepare-and-measure QKD schemes1,2

whose final key rates G per pulse are now limited27 by the
Takeoka–Guha–Wilde (TGW) bound 2log2 1þ ZLð Þ = 1" ZLð Þ½ '
because of the lack of intermediate nodes—share1,2 this scaling
without quantum memories5–20,23,24 or quantum error
correction5,7,11,13,17–21. In contrast, our protocol improves the
scaling from Z" 1

L to Z" 1 = 2
L ð¼ Z" 1

L = 2Þ only with the help of a single
node without any of such demanding devices. The essence of our
idea is to notice that the original scaling Z" 1

L is caused by a fact
that the pairings at node C for Bell pairs in the entanglement-
based QKD scheme or for Bell measurements in the mdiQKD
scheme (cf. Fig. 1) are predetermined independently of the
occurrence of photon losses. In other words, to outperform the
Z" 1

L scaling, we need to make the pairings depend on the
occurrences of photon losses. Interestingly, this is possible solely
for the mdiQKD protocol, because it entangles photons after the
transmission in contrast to the entanglement-based QKD
scheme (cf. Fig. 1).

Basic idea of our adaptive mdiQKD. To be precise, we introduce
our protocol regarded as an mdiQKD scheme, where node
C adaptively performs the Bell measurements only on surviving
photons under losses (Fig. 2). This protocol proceeds as
follows: (i) Alice and Bob send m optical pulses in single-photon
states—each of which is randomly selected from the eigenstates of
complementary observables Ẑ and X̂—to node C simultaneously,
using multiplexing. (ii) On receiving the pulses, node C applies
quantum non-demolition (QND) measurements to the pulses to
confirm the arrival of the single photons over lossy channels. (iii)
Then, successfully arriving photons from Alice are paired with
ones from Bob via optical switches at node C. (iv) Node C then
performs a Bell measurement on each of these pairs. (v) Node
C then announces the pairings and the measurement outcomes of
the Bell measurements. (vi) Finally, as bits for the secret key,
Alice and Bob keep the eigenvalues corresponding to their
sent eigenstates to which the Bell measurements have been
successfully applied. The bits obtained in step (vi) will be
processed with a manner similar to the data that are kept after the

MM

MM

M

M

MM

MM

M

M

BP
a b

BBP
b

BMBM

BMBM

BM

BM

A BC A BC

T=1

T=2

T=3

T=m

Figure 1 | Entanglement-based QKD and mdiQKD. T is the trial number.
(a) In the entanglement-based QKD protocol, node C sends halves of Bell
pairs (BP) to Alice and Bob who randomly perform Z-basis or X-basis
measurement (M), respectively. (b) In the mdiQKD protocol, node C
performs Bell measurements (BM) on photons that have been prepared

randomly in one of the eigenstates of complementary observables Ẑ and X̂
and sent simultaneously by Alice and Bob. These protocols are related by a

simple time reversal32, requiring Z" 1
L trials on average to obtain a pair of

bits for the secret key.
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2 NATURE COMMUNICATIONS | 6:10171 | DOI: 10.1038/ncomms10171 | www.nature.com/naturecommunications

Entanglement-based QKD and mdiQKD. 
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improve the fidelity, but the success rate still remains at a
similar level [19]. One key reason for the latter is the low
collection efficiency of the photons coming out of the NV
center. The efficiency would increase if instead of generating
a photon entangled with the NV center, we first generate
entangled photons and then store one of the photons in the
NV center. An overall efficiency of 20% has been reported in
[20] for transferring the state of a single photon to the nuclear
spin of an NV center. But, then, such a system needs to be
driven by a high-rate source in order to compete with no-QM
systems that can be driven at GHz rates. It follows then, both for
boosting the coupling efficiency and/or generating spectrally
matched single photons at a high rate, we need to embed the
NV centers in compact optical cavities.

NV centers, embedded into cavities, can in principle satisfy
all the requirements in MA-MDI-QKD. In [21], the authors
propose an innovative scheme for cavity-enhanced NV centers
that can potentially create memory-photon entangled states
with an extremely high fidelity (F > 0.99) and high entangling
rates. There, the authors use two NV centers in diamond, each
inside a cavity, to create a spin entangled pair. The essence
of this method is based on how the NV center state affects
the reflectivity of the cavity system [22]. In our work, we will
modify the scheme in [21] to create spin-photon entanglement
between the electron spin of an NV center, embedded into a
cavity, and a single photon.

Our main contribution is a rigorous and quantitative as-
sessment of the applicability of NV centers in MA-MDI-QKD
setups. We start with reviewing the experimental setups that
couple single photons and NV centers and overestimate their
performance in the context of MA-MDI-QKD. It turns out
that none of these setups is capable of beating conventional
QKD systems. Our key proposed solution is then based
on cavity-enhanced NV centers. We show that even with
some moderate cavity enhancement the rate-versus-distance
behavior can substantially improve. While the fabrication and
testing of such devices is underway, we use the meticulous
analysis in [21] to estimate the potential of such QMs in
our setup. We calculate the secret key generation rate, as
the main figure of merit, for a number of NV-center-based

MA-MDI-QKD schemes, and compare it with that of the
no-memory system, as well as other main single-excitation
candidates for QMs. Our analysis accounts for major sources
of imperfection such as dark current in detectors and path loss
as well as the decoherence of the QMs.

The paper is structured as follows. In Sec. II, we review
the MA-MDI-QKD schemes proposed in [7,12], highlighting
their key features and updating their measurement procedures.
In Sec. III, we investigate the applicability of the noncavity
schemes proposed in [18–20] for MA-MDI-QKD and pro-
pose memory-assisted schemes that use cavity-enhanced NV
centers as memories. In Sec. IV, we describe our methodology
for calculating the secret key generation rate for the proposed
protocols. We continue by providing some numerical results
before we draw our conclusions in Sec. V.

II. MEMORY-ASSISTED MDI-QKD: THE BASICS

MA-MDI-QKD can be implemented in different ways using
different quantum memory modules. The original schemes
proposed in [7] were divided into two categories of directly
versus indirectly heralding schemes; see Figs. 1(a) and 1(b).
Later, in [12], the authors proposed a third setup using EPR
sources; see Fig. 1(c). In all these setups, one needs to store
the state of an incoming BB84-encoded photon, in a heralded
way, into the QM. Once both memories are loaded, we need
to perform a Bell-state measurement (BSM) on the QMs’
states to generate, using the time-reversed entanglement idea
[23], correlated data between Alice and Bob [8]. The fact that
this BSM is only done once we know of the storage of the
transmitted photons is the key to improving the rate-versus-
distance behavior, as now the rate would, in principle, scale
with the loss over half of the channel.

Depending on the MA-MDI-QKD scheme used, there are
different requirements that need to be met. In Fig. 1(a), where,
for each transmitted photon, we attempt to store it into the
QM, we need to be able to verify whether or not the photon’s
state has successfully been captured by the QM. In such a
protocol, the time period at which the whole loading scheme
can be repeated cannot be shorter than the sum of three key

FIG. 1. Different setups for memory-assisted MDI-QKD, as proposed in [7,12], for (a) directly heralding and (b) and (c) indirectly heralding
quantum memories. In (c), the EPR source generates an entangled pair of photons, but the photon will be written into the memory only if the
side BSM is successful (delayed writing).

022338-2

MA-MDI QKD as a bridge
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Quantum teleportation
• The basic quantum teleportation is the most fundamental way of 

moving information between remote users

Alice

Bob

<latexit sha1_base64="Li83dRcOgxDohWbtf/BDeYCfUoc=">AAAB83icdVBNSwMxEJ2tX7V+VT16CRbBU8kWWdtb0YvHCrYWukvJptk2NJtdkqxQ1v4NLx4U8eqf8ea/Mf0QVPTBwOO9GWbmhang2mD84RRWVtfWN4qbpa3tnd298v5BRyeZoqxNE5Gobkg0E1yytuFGsG6qGIlDwW7D8eXMv71jSvNE3phJyoKYDCWPOCXGSv6939LcV0QOBeuXK7iKLTwPzYhbx64ljUa9Vmsgd25hXIElWv3yuz9IaBYzaaggWvdcnJogJ8pwKti05GeapYSOyZD1LJUkZjrI5zdP0YlVBihKlC1p0Fz9PpGTWOtJHNrOmJiR/u3NxL+8XmaiepBzmWaGSbpYFGUCmQTNAkADrhg1YmIJoYrbWxEdEUWosTGVbAhfn6L/SadWdb2qd31WaV4s4yjCERzDKbhwDk24gha0gUIKD/AEz07mPDovzuuiteAsZw7hB5y3T5VykhM=</latexit>

| i

<latexit sha1_base64="Li83dRcOgxDohWbtf/BDeYCfUoc=">AAAB83icdVBNSwMxEJ2tX7V+VT16CRbBU8kWWdtb0YvHCrYWukvJptk2NJtdkqxQ1v4NLx4U8eqf8ea/Mf0QVPTBwOO9GWbmhang2mD84RRWVtfWN4qbpa3tnd298v5BRyeZoqxNE5Gobkg0E1yytuFGsG6qGIlDwW7D8eXMv71jSvNE3phJyoKYDCWPOCXGSv6939LcV0QOBeuXK7iKLTwPzYhbx64ljUa9Vmsgd25hXIElWv3yuz9IaBYzaaggWvdcnJogJ8pwKti05GeapYSOyZD1LJUkZjrI5zdP0YlVBihKlC1p0Fz9PpGTWOtJHNrOmJiR/u3NxL+8XmaiepBzmWaGSbpYFGUCmQTNAkADrhg1YmIJoYrbWxEdEUWosTGVbAhfn6L/SadWdb2qd31WaV4s4yjCERzDKbhwDk24gha0gUIKD/AEz07mPDovzuuiteAsZw7hB5y3T5VykhM=</latexit>

| i

I,X

U

I,Z

H

classical bits

classical feedforward

• It requires that we establish an entanglement links between Alice and Bob 
          - not so simple if they separated by large distances.  
• We also need to send two bits of classical information from Alice to Bob 
as fast as we can. Bob can not use there state until it arrives - and that 
communication time is limited by the speed of light!!!

{α |0⟩A + β |1⟩A}{ |0⟩A |0⟩B + |1⟩A |1⟩B}

⟶ α |0⟩A{ |0⟩A |0⟩B + |1⟩A |1⟩B}

+β |1⟩A}{ |1⟩A |0⟩B + |0⟩A |1⟩B}
⟶ α |0⟩B + β |1⟩B

with correction {I, X, Z, ZX}
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Generating long range entanglement 

L

L/n {n segments

Next Lecture
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